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Data Collection

Project ECHO® for Campus Suicide Prevention is part of the larger ECHO 
educational community that was created by the 

University of New Mexico’s Health Sciences Center

In order to support Project ECHO®, we collect the following participation data:
Participant’s name, e-mail, credentials, role, and institution

These data allow Project ECHO® to measure, analyze, and report on the movement’s 
reach. It may be used in reports, on maps and visualizations, for research, for 
communications and surveys, for data quality assurance activities, and for decision-making 
related to new initiatives. 



Portions of sessions will be recorded

Logging on as an ECHO® participant through Zoom serves as 
permission to be included in the reporting and to be recorded. Each 
session is recorded, stored, and made available to other ECHO 
participants. 

We will record the introduction and didactic portions of our sessions

We will NOT record case presentations



What Does an ECHO Session Look Like? 

1. Overview of ECHO® session (12:00 pm) 
2. Introductions (12:05) 
3. Didactic Presentation (12:15 pm) 
4. Case presentation (12:50 pm) 

A. Case presented (5 min) 
B.  Clarifying questions        

a.  ECHO® participants                                     
b.  CSPCVA hub       
c.  Case summary by ECHO® discussion leader 

C. Recommendations        
a.  ECHO® participants      
b.  CSPCVA hub       
c.  Summary of recommendations by ECHO® discussion leader 

5. Closing remarks and questions (1:25 pm)



•All participants are muted during the presentation.  

•If you have a question or comment during discussions, please raise your 
hand. We will call on you.  Press your space bar to talk.

•We encourage participation. (Reminder: participation is recorded.) 

•If you called with a phone to hear the audio, hit *6 to unmute yourself. 

•For technical problems (such as echoing, audio level etc.), use the chat 
function to contact our IT specialist, Gabe Anderson, who will assist.

Participation Tips 



Protecting 

Privacy    
Identifying 

Information



Introductions



HIPAA, FERPA, and 
Ethics: Who follows what and 
when?

Tara Nunley, LPC
Clinical Director of Counseling Services
University of Lynchburg
April 5, 2022



Colleges and Universities have 
an ethical and legal obligation to 

protect the privacy of our students. 
This includes their health care and 

educational records.



Before we go any further:

● Please note: As with all legal situations, 
please contact your college or university 
legal counsel regarding your individual 
campus approach to FERPA/HIPAA.

● Any advice or direction given by your 
general counsel should supersede any 
advice or information shared today.

● HIPAA and FERPA are privacy MINIMUMS, 
not maximums.



What can you 
expect to learn 
today?

● What HIPAA and FERPA are
● Who has to follow one or both 

of these
● Other ethical guidelines various 

higher education professionals 
follow

● Application of these rules: 
What you can, can not, must, 
and may disclose when asked

● Exceptions to the rules
● Resources to seek more 

information



Health Insurance Portability and Accountability 
Act (HIPAA)

● Established in 1996 and includes 
provisions to safeguard details of your 
healthcare information including how 
and with whom medical professionals 
can transmit and share these records. 
This provision is the “Security Rule”. 

● Contains five separate sections. For 
purposes of this presentation, we will 
discuss only Title II which outlines how 
medical providers can transmit your 
health data.



Does HIPAA apply to institutions of higher 
education?

● As a general rule, NO. 
● The Office of Civil Rights (OCR), the governmental agency that enforces the 

HIPAA Privacy Rule, has clarified that the HIPAA Privacy Rule generally does 
not apply to  institutions of higher education.

● Student health information most institutions maintain is kept as part of the 
student’s “education records” or “treatment records” defined under FERPA 
(we will discuss this further in a few minutes).

● The exception to this is with institutions that provide health services to 
students and non-students alike. In this case the student information would 
not be covered under HIPAA but the personal identifying information (PII) of 
the non-student patients would fall under the HIPAA Privacy Rule. 



Can a “Treatment 
Record” become an 
“Education 
Record”?

● Yes. Under FERPA, when 
treatment records are used or 
disclosed for any reason 
besides treatment, they 
become education records and 
are covered by FERPA rules on 
Education Records. 



But wait, there’s more…..
The Family Educational Rights and 
Privacy Act (FERPA) protects the privacy 
of students’ “education records” with a 
provision protecting “treatment 
records”. 



● FERPA has actually covered 
college student health and 
counseling records for several 
years, but regulations were not 
operationalized until January 
2013.

● FERPA applies to colleges and 
universities that receive funds 
that are administered by the U.S. 
Department of Education (almost 
everyone on this call).

● Under FERPA, “Education” and 
“Treatment Records” are treated 
differently.



FERPA: Education Records

● Under FERPA, “Education Records” are defined as those records that are:
○ Directly related to a student
○ Maintained by an educational agency or institution, or by a party acting for the agency or 

institution

● FERPA requires written consent from parents or “Eligible Students” (18 years of 
age OR attending a postsecondary institution) in order to release PII from 
education records to any third party or to those within an institution who do 
not need to know the information to carry out their jobs.

● FERPA provides ways in which a school MAY - but is not required to - share 
information from an eligible student’s education records with parents without 
the student’s consent if the student is claimed on the parent’s taxes.



Examples of an Education Record include, but are not limited to:

● Non-directory biographical information including gender, nationality, 
information about race and ethnicity, and identification photographs

● Grades, test scores, evaluations, courses taken, academic specialization 
and activities, and official communications regarding your status

● Coursework including papers and exams, class schedules, as well as 
written email or recorded communications that are part of the academic 
process

● Disciplinary records
● Financial aid and financial aid records
● Internship program records



What information is not considered a part of the  
“Education Record”?
● Private notes of faculty or staff not kept 

in advising folders
● Campus police records
● Treatment records
● Statistical data compilations that contain 

no mention of personally identifiable 
information about any specific student

● Employment records (except when 
employment is based on student status 
such as work study or graduate 
assistantships).

● General observations



FERPA: Treatment Records:

● Treatment Records are excluded from the FERPA definition of “Education Records”
● Treatment Records are:

○ Made by physician, psychiatrist, psychologist, counselor, nurse (or any recognized professional or 
paraprofessional)

○ Made, maintained and used ONLY in connection with treatment
○ Either not shared, or shared ONLY with other treatment providers

● Your student health and counseling records are “Treatment Records” under FERPA
● Under FERPA, treatment records are not available to anyone other than professionals 

providing treatment to the student without the student’s written consent.
● Additionally, students do not have a right to inspect, review, and appeal their treatment 

records like they may their education record. 



Faculty and Staff should 
access non-directory 
information only if they 
have a legitimate need to 
do so. Most schools limit 
access to information to 
only those who need 
access in order to 
perform their university 
functions.



What is “Directory Information”?

Student’s name, mailing address, telephone number, 
email address, date and place of birth, major field of 
study, dates of attendance, grade level, enrollment 
status (undergraduate or graduate; full time or part 
time), participation in officially recognized activities or 
sports, height and weight of student-athletes, 
degrees, honors (including Dean’s List) and awards 
received, and the most recent educational agency or 
institution attended.



However, in 
Virginia…..

Virginia law precludes institutions 
from disclosing the address, 
telephone number, or email address 
of a currently enrolled student, 
pursuant to 34 C.F.R. § 99.31(a)(11), 
unless: (a) disclosure is otherwise 
required by state or federal law; or 
(b) the disclosure is to students 
enrolled in the institution for 
educational purposes or institution 
business; or (c) the student has 
affirmatively consented in writing to 
such disclosure.



What does this look like in our daily practices?



What are some FERPA
“Danger Zones?”

● Circulating a class list with student name and ID 
number or grades as an attendance roster

● Discussing the academic progress of any 
student with anyone other than the student 
without the consent of the student (e.g.parents, 
employers, other students)

● Providing anyone with student schedules or 
assisting anyone other than university 
employees in finding a student on campus

● Giving out directory information about a 
student who has requested confidentiality

● Re-disclosing confidential information to a third 
party without authorization

● Including PII about student “A” in student “B’s” 
record without “A’s” permission

● Including FERPA protected information such as 
grade in a class or GPA in a letter of 
recommendation



Do’s and Don'ts of FERPA

Do:

● Only access those educational 
records you need to access AS 
PART OF YOUR JOB.

● Make sure a student has not 
restricted access to directory 
information before sharing 
directory information

● Refer all subpoenas IRS 
summons, or legal requests to 
the office deemed appropriate by 
your institution (usually the 
Registrar)

Do Not:
● Post grades publicly
● Email grade information including 

test scores
● Release, without written 

authorization, the following:
○ Student ID number or Social
○ Grades/Exam scores
○ Academic standing
○ Detail of registration 

information (i.e., course times)
○ Race, Ethnicity, or Nationality
○ Gender
○ Total number of credits
○ Emergency contacts



Frequently Asked Questions



A student that opted out of 
directory information has left 

the school. May the school 
disclose that student’s 

directory information now?



No. A school is required to honor the 
student’s request to opt out of the 
disclosure of directory information 

made while the student was in 
attendance, unless the student 

rescinds the opt out request.



Are law enforcement records 
protected under FERPA?



Records created by a law enforcement 
unit at the educational agency or 

institution, created for a law enforcement 
purpose, and maintained by the law 
enforcement unit are not “education 

records” subject to the privacy 
protections of FERPA.



You receive a frantic phone call from 
someone stating to be a student’s 

mother who must get in touch with her 
daughter immediately due to a family 

emergency.  Can you provide 
information pertaining to the student’s 

class schedule?



No. You can offer to send someone 
to the student’s class to ask her to 

call home.  You can contact 
Campus Police or Student Affairs 
to locate the student if necessary.



A parent calls to talk about why 
her son received a poor grade in 

your class.  Can you talk with her?



Unless the student has given written 
consent allowing his mother access to his 

records you cannot discuss specifies of her 
son’s situation.  You can, however, discuss 
your grading philosophy in general terms, 

as presented on the course syllabus.



A mother calls your office, looking for 
information about her son.  She has not heard 

from him in three weeks and he has not returned 
her phone calls.  She is worried.  She wants the 
names, phone numbers and email addresses of 
her son’s instructors to verify whether or not her 

son is  attending classes.  Should you provide 
that information?



Under routine circumstances, you cannot release course 
information to Mom since course enrollment information 

is not considered directory information.  You could 
contact the faculty members on behalf of the mother to 
inquire about attendance.  If it turns out that the student 
has recently not been attending class, it would then be 
advisable to contact campus police and let the mother 

know.  In addition, if you or others have recently seen the 
student, you could communicate that information to the 
mother since “observations” are not information from an 

educational record.



You receive a call from the parents of one of 
you former students. Their son was 

dismissed over a year ago. The parents live 
in Florida and have been paying for their son 
to attend AUM for every term during the last 
three years.  They called to see how things 

were going since they didn’t hear much 
from their son. How do you handle the 

conversation?



FERPA permits disclosure of information from educational records to parents of 
student in a few different circumstance:

● A health or safety emergency situation
● When the student has been found in violation of conduct related to a controlled 

substance or alcohol and is under the age of 21
● When the student is dependent based on the IRS definition of “dependency”
● When you have written permission of the student

In this case, prior consent is required to release anything but directory information. 
However, if the student has not opted out of directory information, the school official 
could inform the parent that the student is not a student at the institution.  You cannot 
tell the parents he was dismissed. Also, consider practical tips for talking with the 
parents.  Find out what they already know and build from it. If appropriate, discuss use 
of the IRS dependency exception for providing access to their son’s record.



A student asks you to write a letter of 
recommendation for a job application. 
She provides you with a copy of her 

resume that indicates her GPA.  May you 
include in the letter the GPA and grades 

she received in your class?



No. Without the student giving written 
consent, you may not disclose non-

directory information from her 
educational record.  FERPA requires 

explicit (not implied) consent.



You have found a great new online tool 
that you would like to use as part of your 
class.  Can you upload your class list to 

the vendor’s website so that the 
students can log into the site?



No. Class enrollment is not considered 
directory information and therefore 

requires either written consent of every 
student in the class, or an official contract 
between the vendor and your institution 

containing FERPA specific clauses.



Another department wants to contact the 
parents of graduating seniors to offer 
them the opportunity to purchase a 

graduation gift for their son/daughter.  
They ask if you can provide the parents’ 

email address.  Can you?



No. The parent’s email address is 
considered non-directory and, therefore, 
personally identifiable information on the 

student.  Written student consent would be 
required from every student.



One of your past advisees graduated from 
your institution several years ago.  He has 

been a very involved alumnus.  A journalist 
wants to write a story about his involvement 

with the University.  What information can you 
provide?



Alumni records created after the student is no 
longer enrolled as a student are not governed 
by FERPA and are, therefore, not considered, 
an educational record.  However, without the 

alum’s written consent, only directory 
information can be released from educational 

records created when he was a student.



Ethical Guidelines
Depending on your role at the institution, you may be 
required to follow additional guidelines based on your 
training and or licensure regulations. As professionals, 
you are expected to know the professional expectations 
based on your training and/or licensure regulations. 
Much like traffic violations, a lack of knowledge of the 
law or ethical expectation is not an excuse for a 
violation.

When faced with different guidelines and rules on the 
same subject. It is best practice to follow the most 
restrictive rule in order to ensure you are acting within 
the guidelines of your professional expectations.



Helpful Professional Links

● American Psychological Association 
Code of Ethics

● Virginia Department of Health 
Professionals

● American Association of University 
Professors Statement on Professional 
Ethics

● CAS Standards of Shared Ethical 
Principles

https://www.apa.org/ethics/code
https://www.dhp.virginia.gov/
https://www.aaup.org/report/statement-professional-ethics#:~:text=Professors%20do%20not%20discriminate%20against,their%20professional%20judgment%20of%20colleagues.
https://www.naspa.org/images/uploads/main/CASethicsstatement.pdf


Comments or Questions? 



Case 

Presentation



Calling   
All to 

Volunteer!

Who Wants to Present a 

Case?



Now scheduling Applied Suicide   
Intervention Skills Training (ASIST)

for 2022

Contact Jane Wiggins
wigginjr@jmu.edu 

mailto:wigginjr@jmu.edu


CAMS Training for                              
Clinicians and Graduate Students! 

3-hour online course for counseling 

professionals in a suicide-specific 

treatment model

Contact Jane - wigginjr@jmu.edu   



Check your Inbox: 

•Evaluation form link

•Link to video and PDF of today’s didactic presentation

•Additional Resources

•Case presentation form link



Thanks for your participation! 

We hope to see you in two weeks!
(invite colleagues, registration link in follow-up e-mail) 

Virginia Lock and Talk

Tuesday, April 19th (12-1:30 PM)


